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Constants

MARINE FORCES CYBER COMMAND

Conflict is a human endeavor — relationships are
Important

The adversary is a learning, adapting force

— Our adversaries will continue to target our
vulnerabilities

— The enemy will likely be able to adapt faster than we
can, unless we change our processes

* Friction is unavoidable — technology can not erase it
e Fight for domain dominance

 We have to make choices

e Surprise Is a reality

Requires a joint force that is adaptable, agile, and resilient
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Complex Environments

MARINE FORCES CYBER COMMAND

 We have not seen an operational environment like this

— Time-distance relationship

— Information flow — volume and impact is
unprecedented

— New domains — cyber
— New weapons — complex to simple

* Protracted conflict + proliferation make old ways of
planning ineffective

— Design (plan), plan (solve), execute (do)

e Training challenge
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Cyber BLUF

MARINE FORCES CYBER COMMAND

o Adversaries cyber capability and capacity will continue

to grow exponentially in frequency, complexity, and
severity

 Current operational and Service demands exceed on-

hand and projected MARFORCYBER and associated
staff capacities

« USCYBERCOM will continue to request additional
forces from the Service component HQs, associated
forces, and the greater Marine Corps

The Marine Corps is critically dependant upon computers, networks, applications, & systems

for the speed, precision, & lethality in which the Marine Corps conduct operations!
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MARINE FORCES CYBER COMMAND

Cyberspace Characteristics: SPACE
 Domain/ Operational environment ' '
» Terrain (defended & exploited)

 Weapons Platform

* Mindset; an approach for offense & defense
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Cyber Components:

« NETOPS

 Information Assurance (lA)

o Computer Network Defense (CND)

o Computer Network Exploitation (CNE)
« Computer Network Attack (CNA)

A global domain within the information environment consisting of the interdependent network of

information technology infrastructures, including the Internet, telecommunications networks, computer
systems, and embedded processors and controllers. (DoD Dictionary)
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USMC View of Cyber:
The Threat

MARINE FORCES CYBER COMMAND
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MARFORCYBER Stand up

MARINE FORCES CYBER COMMAND

« SECDEF Memo 23 June 2009:
(USCYBERCOM and Service
Components HQ’s)

« MROC Brief. 27 Aug 2009

« MARFORCYBER IOC: 1 Oct 2009

e CJCS MEMO (22 Sep 2010)
Directs Services to more rapidly
Increase the development of
cyberspace capability and capacity
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CMC Guidance

MARINE FORCES CYBER COMMAND

Role of the Marine Corps within the Joint Force

s An integrated & balanced air-ground-logistics team
* Fwd deployed & fwd engaged — ever ready to respond & protect as directed
% Responsive & scalable - ready today to respond to the full range of crises & contingencies

* Trained & equipped to integrate with other Services, Allies and Interagency partners

s The USMC is a Middleweight Force...“light enough to get there quickly,
heavy enough to carry the day upon arrival”
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MARINE FORCES CYBER COMMAND

COMMARFORCYBER plans, coordinates, integrates, synchronizes, and directs full spectrum
Marine Corps cyberspace operations, to include DoD Global Information Grid Operations,
Defensive Cyber Operations, and when directed, plans and executes Offensive Cyberspace
Operations, in support of Marine Air Ground Task Force (MAGTF), joint, and combined
cyberspace requirements in order to enable freedom of action across all warfighting
domains, and deny the same to adversarial forces.
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Cyber Command & Control

MARINE FORCES CYBER COMMAND

USSTRATCOM

USCYBERCOM

OPCON
COCOM
ADCON teenresrerens
TBD = ===

| Co L, MCSB

* MCNOSC and MCIOC located at MCB Quantico.
UNCLASSIFIED * MARFORCYBER CE (minus CG) and Co L located at Ft Meade, MD.
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USMC Cyber Capability & Capacity
Development

MARINE FORCES CYBER COMMAND

 Cyber Operations Advisory Group (OAG)

e Cyber Integration Division (CYID), Capabilities
Development Directorate (CDD)

« USMC “Cyber” Capability Based Assessment: identify
cyber capability gaps and recommend DOTMLPF
solutions

e Force Structure Review Group (FSRG) decisions;
DOTMLPF-C Working Group (FY structure phasing)
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USMC Cyber Capability & Capacity
Development

MARINE FORCES CYBER COMMAND

 Develop Cyber workforce (recruit/train/retain)
(active/reserve components & civilians)

 Develop additional exploitation/offensive cyber capability

* Reinforce USMC cyber Enterprise; critical infrastructure
review/assessment

 Institutionalize cyber across USMC via training and
education (Marine Corps University)
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Questions?

MARINE FORCES CYBER COMMAND

Security =
Policies
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